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OVERVIEW ON CYBERSECURITY REQUIREMENTS AND AMC

• EASA ED Decision 2020/006/R 
• CS 25.1319 
• AMC 20-42

Agenda

EVALUATING CHANGES FROM CYBERSECURITY STANDPOINT

• EUROCAE standards (ED-20X)
• Minor vs major change
• Major change examples

DEFINING LEVEL OF INVOLVEMENT FOR CYBERSECURITY

• CM-21.A/21.B-001 - Issue 03 
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Cybersecurity requirements and AMC

Following up the updated mandate in the Basic Regulation of July 2018, EASA 
has implemented amendments to the certification provisions in order to 
address information security aspects in the certification process of aeronautical 
products. More precisely, the EASA ED Decision 2020/006/R of July 2020 issued 
amendments to CS-25, CS-27, CS-29, CS-APU, CS-E, CS-ETSO, CS-P, and to the 
related acceptable means of compliance (AMC) and/or guidance material (GM), 
together with the creation of AMC 20-42, AMC/GM to CS-23 and AMC/GM to 
Part 21.

https://www.easa.europa.eu/document-library/agency-decisions/ed-decision-2020006r
https://www.easa.europa.eu/en/document-library/easy-access-rules/online-publications/easy-access-rules-large-aeroplanes-cs-25?page=41#_DxCrossRefBm548991973
https://www.easa.europa.eu/en/document-library/easy-access-rules/online-publications/easy-access-rules-acceptable-means?page=21#_Toc256000086
https://www.easa.europa.eu/downloads/116277/en
https://www.easa.europa.eu/downloads/116277/en
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Cybersecurity requirements in CS 25

Cybersecurity requirements incorporated into Certification Specifications and 
Acceptable Means of Compliance (Decision 2020/006/R of 01 July 2020)

Applicability  
Date:

01/JAN/2021
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Cybersecurity requirements and AMC
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→ 2. Applicability

[...] STC to an existing type-certified product; change to a product […].

→ 4. General Principles

(a) [...] information systems of the products [...] identified in section 2 should 
be assessed against intentional unauthorised electronic interaction (IUEI) 
security threat and vulnerability that could result in an unsafe condition. This 
risk assessment is referred to as “product information security risk assessment 
(PISRA) [...].

AMC 20-42 extracts
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→ 4. General Principles

(b) The result of this assessment, after any necessary means of mitigation have 
been identified should be [...] systems of the product or part have no identifiable 
vulnerabilities, or those vulnerabilities cannot be exploited to create a hazard or 
generate a failure that would have an effect that is deemed to be unacceptable 
against the CS and AMC [...] including industry standards [...].

(c) When a risk needs to be mitigated, the applicant should demonstrate [...] that 
means of mitigation provide sufficient grounds for evaluating that residual risk is 
acceptable [...].

(d) [...] the applicant should [...] develop instructions [...] to maintain the 
information security risk [...] at an acceptable level, after the entry into service of 
the product or part.

AMC 20-42 extracts



9EASA 2024 Part 21 Workshop & Certification Conference

→ 5. Product information security risk assessment (PISRA) [...]
i. determination of the security environment [...]. 

ii. identification of the assets;

iii. identification of the attack paths; 

iv. assessment of the safety consequences of 
the threat to the affected assets;

v. evaluation, by considering the existing security protection means, 
of the level of threat that would have an impact on safety;

vi. determination of whether the risks, which are the result of the 
combination of the severities and the potentiality to attack 
(or, inversely, the difficulty of attacking), are acceptable:

AMC 20-42 extracts
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→ 5. Product information security risk assessment (PISRA)
 [...] If they are not acceptable,

A. analysis of the proposed means of mitigation to ensure 
an acceptable level of safety, 

B. implementation of means of mitigation, 

C. evaluation of the effectiveness of the means of mitigation [...] with 
respect to the level of risk (combination of the level of threat and 
severity of the threat condition) 

vii. iteration from point (vi) until all the residual risks are acceptable. [...]. 

AMC 20-42 extracts
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→ 7. Reporting
The operator of a product or part should report any information security occurrences to 
the designer of this product or part or the aircraft TC/STC holder, in a manner that 
would allow a further impact analysis and corrective actions [...]. If this impact analysis 
identifies the potential for an unsafe condition, the designer of that product or part 
should report it to the competent authority in a timely manner. [...].

→ 9. Instructions for continued protection of product and part 
information security
The applicant should identify the information security assets and protection 
mechanisms to be addressed by the Instructions for Continued Airworthiness (ICA) of 
the product or part [...] and develop the appropriate procedures to maintain the 
security effectiveness after the product or part enters into service.

AMC 20-42 extracts
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→ EUROCAE standards provide guidance
acceptable means of compliance for PISRA for products and parts under Part 21

Aircraft modifications

ED-202B

Process for Security Risk 
assessment

→ Chapter 4
Aircraft modifications 
Change impact analysis

→ Appendix B
Change impact analysis 
questionnaire

ED-203A

Guidance material for PISRA
(methods and considerations)

→ Section 2.3
Type design changes and 
STC considerations
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A change that may introduce the potential for unauthorised electronic access to product systems 
‘major’ if there is a need to mitigate the risks for an identified unsafe condition. 

1. A new digital communication means, logical or physical, is established between a more closed, controlled 
information security domain, and a more open, less controlled security domain.

2. A new service is introduced between a system of a more closed, controlled information security domain 
and a system of a more open, less controlled security domain, which allows the exploitation of a 
vulnerability of the service that has been introduced, creating a new attack path.

3. The modification of a service between a system of a more closed, controlled security domain and a 
system of a more open, less controlled security domain.

4. The modification of a security control between a system of a more closed, controlled information 
security domain and a system of a more open, less controlled security domain.

Link to the rule

Major/Minor change (GM Part 21.A.91)

https://www.easa.europa.eu/en/document-library/easy-access-rules/online-publications/easy-access-rules-airworthiness-and?page=9#_Toc335665580
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→ SATCOM installation which connects both to cabin and cockpit (criteria 1)

→ Wi-Fi/3G/4G access point to upload aircraft systems SW (criteria 1)

→ Addition of A429 link sending data from cabin systems to aircraft systems 
(criteria 1) 

→ Wireless connection from sensors to aircraft systems offering scalable services 
(criteria 1 and criteria 2) 

→ Update of the dataload interface with new HMI introducing change of security 
control (e.g. removal of PWD request at start up) – (Criteria 4)

Major change: some examples
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→ Definition of novelty and complexity criteria

→ Criticality: clarification that safety includes 

MAJOR for CS25 and CS23 level 4

→ DOA performance: 

applying Avionics rating may not be adequate 

→ Clarification on the scope of the activities, 

data/documents to be assessed, etc..

→ Adjustment of LOI Risk Class to reflect the depth of the 

assessment by the cybersecurity expert

Certification Memo 

CM-21.A/21.B-001 - Issue 03 

→ Attachment 6b 
defining cybersecurity LOI

→ CRD and CM published 
in Jun 2024

Defining Level of Involvement for Cybersecurity

https://www.easa.europa.eu/en/downloads/140010/en
https://www.easa.europa.eu/en/downloads/140011/en
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