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Title: 
MSG-3 Analysis of Aircraft Data Networks and Associated Security Systems
Submitter: TCCA
Issue: 
MSG-3 has not been used to analyze onboard data network systems, as defined by applicable Special Conditions- Airworthiness (SCA), or associated data network security. 

Problem: The architecture of digital systems, as implemented by several aircraft manufacturers, includes connected data networks associated with systems critical to the safety, reliability and maintenance of the aircraft.  These aircraft data networks introduce potential cyber security vulnerabilities and present a new airworthiness aspect that could affect the safety and reliability of the aircraft.

Since current design standards, such as TCCA Airworthiness Manual Chapter 525, do not contain the necessary airworthiness design standards for onboard data network systems, additional airworthiness design standards have been introduced by way of SCA.


Scheduling information is required for each part of the aeroplane and its engines, auxiliary power units, propellers, accessories, instruments, and equipment that provides the recommended periods at which they should be cleaned, inspected, adjusted, tested, and lubricated, and the degree of inspection, the applicable wear tolerances, and work recommended at these periods.


The scheduling information that is required to support the SCA design standards relating to onboard aircraft data systems, and associated data network security, has been deferred (in most cases) in the Maintenance Review Board Report (MRBR) for the operator to implement as part of the entry into service of the applicable aircraft. This is placing an additional burden on our TCCA Regional Inspectors when approving maintenance schedules.

Recommendation (including Implementation):


A determination needs to be made if existing MSG-3 analysis can accommodate the current onboard data network design standards contained in applicable SCA’s or does MSG-3 need to develop a new analysis procedure to analyse onboard data network systems, including associated data network security?
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